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Europol Public Information

Europol – AP TERMINAL

Supports EU MS in preventing and combating cyber crimes committed by Organised Groups, 

particularly those generating large criminal profits such as card present and online fraud
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IOCTA 2019

PART I

What does it say about fraud?
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Cooperation between public and private sector as well as within sectors
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Speedy access and exchange of information
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Awareness campaigns (customers and employees) on phishing and social engineering
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Case scenario

PART II

How does CNP fraud work?



Europol Unclassified - Basic Protection level
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LEA collaboration
& PPP

Easy to conduct 
Hard to investigate 

Low risk of getting caughts
Legislation
EU Directives and industry
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Prevention
Awareness campaigns
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Secure Payment Systems
Responsibilities for financial sector

12
111

2

3

4

57
6

Online Card Fraud
10 years and it’s only getting more complex!
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Awareness

PART III

Europol campaigns
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Europol Awareness
A crime prevented won’t need to be investigated!
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Card-Not-Present fraud

Target

1 week1 month

Operation + Awareness

1 TP18 EU Member States

Pan-EU campaign

500+ merchants worldwide

PPP

Merchants, logistics firms, financial institutions

Videos and flyers Landing page

Material

#BuySafePaySafe
eCommerce
Black Friday
Cyber Monday

Social media
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Target

Special eventsGAAD

Operation + Awareness

1 language

English only

Partners welcome!

Europol

Material

#2Good2BTrue
eCommerce

Card-Not-Present fraud

VisualsFake website Social media
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www.2good2btrue.eu
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Unwilling money mules

Target

Operation + Awareness

6 TPs25 EU Member States

Pan-EU campaign

650+ / 21 banks

PPP

Eurojust

Material

#DontbeaMule
Money Muling

2-7 days3 months

Video, posters, flyers Landing page Social media
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Participants

Europol
Eurojust

EBF
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Videos and posters

Top 7 frauds

Target

ECSM 2018

Awareness

5 TPs28 EU MS

Pan-EU campaign

24 national banking associations

PPP

Landing page

Material

#CyberScams
Financial sector fraud

Social media
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Europol / EBF
joint action

Q

GOAL: 
Raise awareness at EU 

level on the most 
serious scams affecting 
the banking sector and 

their customers 

28 EU Member States
5 non EU Member States
24 banking associations
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What do they have in common?

IOCTA
EMPACT

ECSM

Cybercrime 
isn’t victimless

Education
Tips & Advise

Increase risk perception

Amplifiers
LEA

Private/public sector

National message
Own language

Own logo
Own channel

Q
Key priority

v
Operational results

z
Multi-partners

4
Multi-language



Any questions?

Thank you for your attention

www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides


